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Ask Questions

-

If you don't ask questions, | won't know what to explain!

=

Ask!

Really!



Overview of Protection

o .

# Protection is required for safe sharing of resources.
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Overview of Protection

Protection is required for safe sharing of resources.

Prevents faults in a program from affecting other
programs.

A malicious user may be considered a fault.
Protection covers privacy, integrity and much more.

Privacy is protection of read access.
Integrity is protection of write access.
These can be treated identically!
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Overview of Protection

Protection is required for safe sharing of resources.

Prevents faults in a program from affecting other
programs.

A malicious user may be considered a fault.
Protection covers privacy, integrity and much more.

Privacy is protection of read access.
Integrity is protection of write access.
These can be treated identically!

Not to build a system without vulnerabilities . . .

... but to build a system within which vulnerabilities
cannot be created.

-
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The Mechanismsof Protection

o .

ldenti cation L
Authentication of current | Authorisation
of principals orincipal of request
Who is this?

Which of you did this?
Are you allowed to do this?



The Formal Model

objects
A
subjects
A
0
subjects <
S \
\
rights of subject s
to object o
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A Unix Example

command write_as owner(f )
let u = curren t_principal
If
own2 [u;f]and
write 2 [owner,f ]
then
write le
end

-
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The Return of the Formal Model

-

command (X 1;X2; X350 Xk)
If
ro 2 [XSO;XOO] aﬂd
r]_ 2 [XS1;XO1] aﬂd

rm 2 [Xsm ;Xom]
then
Op;
0] 0]
0P
end



A Nother Unix Example

command chmod_as dir_owner(f )
let u = curren t_principal
If
parent 2 [d;f]and
own2 [u;d] and
write 2 [owner, d]
then
enter w into [u;f]
end



L eakageof Rights




Leakageof Rights

O a T W S
L 2 L o
Step 1
O a T ) S
L L ®
Step 2
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L ®

r,w

Step 3

rw

-
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SomeNegatve Results

=

fTheorem 1 (Undecidability of the General Safety Problem). lItis
undecidable whether a given con gur ation of a given protection system
Is safe for a given right.

Corollary 1. There exists a particular protection system for which there
IS No speci ¢ algorithm to decide safety.

Corollary 2. Since arbitrarily complex computable functions exist, there
exist protection systems for which safety is decidable but arbitrarily
dif cult.

Corollary 3. The guestion of safety for protection systems without
create commands is complete on polynomial space.

(Due to Harrison, Ruzzo and Ullman, 1976)

o -
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SomeMor e Negative Results

=

fTheorem 2 (Undecidability of the Class Safety Problem for
Monotonic Protection Systems). Itis undecidable whether a given
con gur ation of a given monotonic protection system is safe for a given
right.
(Harrison and Ruzzo, 1978)

Theorem 3 (Undecidability of the Class Safety Problem for the
Boolean Protection System). Itis undecidable whether a given

con gur ation of a given boolean protection system is safe for the right I'.
(Ben Mankin, 2003)

o -
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SomePositive Results

=

fTheorem 4 (Decidablility of the Class Safety Problem for
Monooperational Protection Systems). There is an algorithm which
decides whether a given monooperational protection system is unsafe for
a given generic right r.
(Harrison, Ruzzo and Ullman 1976)

Theorem 5 (Decidability of the Class Safety Problem for
Monoconditional Protection Systems). There is an algorithm which
decides whether a given monoconditional protection system is unsafe for a

given generic right I'.
(Ben Mankin, 2003)

o -
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The Transitive Systems

o .

Transitive systems are based on access in a graph.
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o .

Transitive systems are based on access in a graph.

s can access o In a simple role-based system.



The Transitive Systems

-

Transitive systems are based on access in a graph.

s can access o*in a fully transitive system.

o -
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Building Transitive Systems
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Create a principal for each user, object and
organizational role.
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Building Transitive Systems

=

Create a principal for each user, object and
organizational role.

Principals are nodes in a graph.
Construct transitive relationships between principals.

Write an algorithm for computing access in the graph by
following transitive relations.
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Building Transitive Systems

=

Create a principal for each user, object and
organizational role.

Principals are nodes in a graph.
Construct transitive relationships between principals.

Write an algorithm for computing access in the graph by
following transitive relations.

Protected operations are guarded by access to a
principal.
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Building Transitive Systems

=

Create a principal for each user, object and
organizational role.

Principals are nodes in a graph.
Construct transitive relationships between principals.

Write an algorithm for computing access in the graph by
following transitive relations.

Protected operations are guarded by access to a
principal.

These access control rules mirror the organizational
hierarchy.

-
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An Example Lattice-Graph
-

This graph is based on a DNS-like hierarchy.

=

com uk
| __— ac.uke—__ co.uk.
(Alice) _bris.ac.uk. // cam.ac. uk. :
> bath ac.uk. :

~ }bath ac.uk.

~

crypto\cs.bath.ac.uk. ai.cs.b,ath.ac.uk
nfs.crypto.cs.bath.ac.uk. | '

Infs.crypto. w{h .ac.uk.

Icrypto.cs.bath.ac. ukkkcsbath .ac. uk

Ics. ba%c .uk.

|
“Ibris.ac.uk. batlsc u;y ac.uk. .
lac u )} uk.
\

N B

A Computational Introduction to Securitv — n. 15/2



Safetyof Transitive Systems

o .

Safety is decidable in linear time and space.
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Safetyof Transitive Systems

Safety is decidable in linear time and space.

=

Require: A set U of untrusted principals.

ag true
while ag = true do
ag false
forallo2 O Udo
for all u2 U do
if r 2 [u; 0] then

U UJ fog
ag true
end if
if g2 [o;u] then
U UJ fog
ag true
end if
end for
end for
end while

Ensure: U will contain all objects accessible by any principal initially in U.

Note: This algorithm is quadratic.
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Propertiesof Transitive Systems

o .

Representative of organizational hierarchy.
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Propertiesof Transitive Systems
Representative of organizational hierarchy. T
Provide secure delegation of authority.

Provide justi cation of access.

Safety decidable in (at worst) linear time and space.

Share a computational background with -sec calculi for
the identi cation of the current principal (see other talk).



Implememtation



Implememtation

o .

Left as an exercise for the audience.



Conclusions
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There are many impractical protection mechanisms.
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There are many impractical protection mechanisms.
Lots of people use them (for historic reasons).
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Conclusions

=

There are many impractical protection mechanisms.
Lots of people use them (for historic reasons).
There are simple useful protection mechanisms.
Very few people use them (yet?).

-
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The End

(phew)
non plaudite. modo pecuniam jacite.

Come back next year for yet another tork wot i wrote.

-
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