
SomeSecurity Models
a tork wot i wrote

Shevek (Ben Mankin)

shevek@anarres.org

University of Bath

Some Security Models – p.1/14



Ask Questions

If you don't ask, I won't stop!
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What is protection?

Consequence of timesharing.

Prevent faults in a program from affecting other
programs.

A malicious user may be considered a fault.

Protection contains privacy, integrity and much more.

Privacy is protection of read access.
Integrity is protection of write access.
These can be treated the same!

Protection is usually done ẁrong'.

Viruses are a violation of protection.

Not to build a system without vulnerabilities . . .

. . . but to build a system within which vulnerabilities
cannot be created.
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The Mechanismsof Protection

Authentication
of principals

� !

Identi�cation
of current
principal

� !

Authorisation
of request

Who is this?

Which of you did this?

Are you allowed to do this?
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SomeSecurity Models

Unix - the simplest model

Java - the stack model

Perl - the data tainting model

Multics - the ring system
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The Safe

Alice � ! Bob � ! The safe

Alice is a customer.

Bob is a bank clerk.

The safe is a reference monitor.

The safe is responsible for deciding whether to open or not.
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The Immediate Principal Model

The safe looks at the principal making the request to decide
whether to open.

Alice cannot open the safe. She is not a bank clerk.

Alice asks Bob for money. The safe sees that Bob is the
immediate principal and opens.

Carol disguises herself as Alice, and asks Bob for
money. Bob opens the safe and gives Carol the money.
Carol moves to Manchester.

Bob is responsible for checking up on Carol. He has
better things to do with his time.

Unix uses this for suid binaries.
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The Root Principal Model (Unix)

The safe looks at the principal originating the request to
decide whether to open.

Bob cannot open the safe. He does not have an
account.

Alice asks Bob for money. The safe sees that Alice is
the root principal and opens.

Bob withdraws all Alice's money and goes to
Manchester.

The Greeks thought of it �rst.

Unix uses this by default.
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The StackModel

The safe looks at all the principals originating the request to
decide whether to open.

Alice asks Bob for money. The safe looks at Alice and
Bob and opens.

Alice asks Carol, “What shall we do today?” Carol says,
“Give me all your money.” Alice withdraws money as
above. Carol takes Alice's money and moves to
Manchester.

Some Security Models – p.9/14



The StackModel

The safe looks at all the principals originating the request to
decide whether to open.

Alice asks Bob for money. The safe looks at Alice and
Bob and opens.

Alice asks Carol, “What shall we do today?” Carol says,
“Give me all your money.” Alice withdraws money as
above. Carol takes Alice's money and moves to
Manchester.

Some Security Models – p.9/14



The StackModel

The safe looks at all the principals originating the request to
decide whether to open.

Alice asks Bob for money. The safe looks at Alice and
Bob and opens.

Alice asks Carol, “What shall we do today?” Carol says,
“Give me all your money.” Alice withdraws money as
above. Carol takes Alice's money and moves to
Manchester.

Some Security Models – p.9/14



Responsibility

This slide intentionally left blank.
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The Data Model

The safe looks at everyone involved in the computation to
decide whether to open.

Anybody involved in the computation may in�uence it,
possibly maliciously.

Anybody not involved in the computation cannot
in�uence it in any way.

Perl uses this for tainting.

EROS, KeyKOS, AS/400, CAP, Plessey 2000, the
BS5700.

This mechanism is not fashionable, and only AS/400
was successful.
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Indemni�cation

Consider syslogd, X11, kernel syscalls, etc. Data
inspection is too strict. Involvement does not always
imply malicious in�uence .
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Implememtation

This topic intentionally left as an exercise.
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Conclusions

There are many incorrect protection mechanisms.

There is a correct protection mechanism.

It's out of fashion because of overhead.

It can be done much faster (future presentation).
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